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ABSTRACT 

 
Objective - This research aimed to understand the factors influencing the use of Internet of Things (IoT) healthcare 

solutions by elderly patients with non-communicable diseases (NCDs) in Malaysia, utilising the Unified Theory of 

Acceptance and Use of Technology 2 (UTAUT2) and the Health Belief Model (HBM) as guides for the study. 
Methodology/Technique - A sample of 30 respondents aged 60 years and older participated in the pilot survey, which 

was conducted using a structured questionnaire on a Likert-type scale. The data analysis was performed using the 

Statistical Package for Social Sciences (SPSS) version 28 to conduct descriptive statistics, frequency analyses, and 

reliability analyses to assess instrument consistency. 
Findings – Performance impact, trust, and task-technology fit were the most significant drivers of IoT adoption, while 

social influence and facilitating conditions played a minimal role. The results indicated that age, patients' preferences 

for tangible health, low benefit-centredness, user-friendliness, and data security, compared to source-based 

encouragement or infrastructure support. 
Novelty - The novelty of this study lies in the utilisation of UTAUT2 and HBM guidelines to examine IoT adoption 

among elderly NCD patients in Malaysia, an area that has been largely understudied in digital health. This study also 

provided a potential customised application for an IoT healthcare system to aid disease control among the elderly. 
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______________________________________________________________________________________ 

1. Introduction   

Non-communicable diseases (NCDs) have become the largest threat to global health and are estimated to 

account for 74% of total deaths in 2019 (World Health Organisation, 2022). A similar trend was reported in 

Malaysia, whereby the NCD burden had surged dramatically, particularly among older adults.  
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NCDs are the cause of 72% premature deaths in the country (World Health Organisation, 2024). Nearly 

one-third of the local adult population was reportedly living with hypertension, while diabetes prevalence had 

risen from 11.2% in 2011 to 18.3% in 2019 (Institute for Public Health, 2019). Recent data demonstrated that 

16% of Malaysian adults are diabetic, 29% are hypertensive, and 33% are hypercholesterolaemic (CodeBlue, 

2024). These figures reflect the growing challenge of managing NCDs in Malaysia and the need to improve 

health services for these diseases. 

 

Malaysia is currently experiencing a significant demographic transition towards an ageing society. 

Approximately 7.69% of the local population (~2.6 million individuals) were estimated to be 65 years and 

older in 2024 (Malay Mail, 2024) and are likely to rise. This situation imposes additional demand on health 

services, as older people are more likely to live with multiple chronic health conditions. These patients often 

require long-term management, monitoring, and follow-up (Albahri et al., 2021). As morbidity increases, the 

traditional models of care, occasional review and face-to-face clinic appointments, fail to serve older patients 

in a timely or effective manner adequately. Therefore, new strategies must be established for disease self-

management to alleviate the burden of overstretched medical facilities and reduce infection rates. 

 

Digital health solutions have been proposed as a potential approach to the rising incidence of NCDs 

among the elderly. The application of IoT systems via sensors, wearables, and mobile healthcare apps 

enables real-time health monitoring, prescription reminders, virtual consultations, and the generation of 

reports on an individual’s health status to be shared with caregivers and healthcare providers. These functions 

could be beneficial for disease management and treatment adherence (Albahri et al., 2021). Nonetheless, 

there are several challenges to dissemination among older adults, such as low digital literacy, difficulty of 

use, accessibility issues, and privacy or security concerns (Charness & Boot, 2016). Furthermore, 

sustainability considerations, including energy consumption and increased electronic waste, are a major long-

term environmental impact of digital health growth. 

 

Despite numerous studies on technology acceptance in healthcare, few had focused on elderly NCD 

patients in Malaysia. Most studies emphasised younger patients or healthcare professionals. A sound 

theoretical basis for the adoption behaviour is offered by the Unified Theory of Acceptance and Use of 

Technology 2 (UTAUT2) and the Health Belief Model (HBM), but empirical justifications among the elderly 

population with chronic diseases remain unclear (Venkatesh et al., 2012) (Rosenstock, 1974). Moreover, the 

perception of elderly Malaysians regarding IoT healthcare solutions, factors influencing their acceptance, and 

strategies to tailor digital solutions for this population have yet to be elucidated. This pilot study was 

conducted using the UTAUT2-HBM integrated framework to identify the determinants of IoT adoption 

among elderly NCD patients in Malaysia. The objectives of this study were (i) to assess the validity of a 

survey developed as a tool to measure adoption constructs and (ii) to provide preliminary information on 

drivers and barriers of IoT adoption. Furthermore, the possibility of developing a custom IoT-enabled 

healthcare system for the Malaysian elderly has been investigated. The study findings can also aid in 

addressing the theoretical, practical, and policy challenges facing organisations in providing sustainable 

digital healthcare solutions for the ageing population. 

2. Literature Review 

2.1 Theoretical Foundation 

This research relied on two related models, namely the UTAUT2 and HBM. Performance and effort 

expectancy, social influence, facilitating conditions, habit, and hedonic motivation are the predictors of 

technology acceptance in UTAUT2 (Venkatesh et al., 2012). This theory has been broadly used in the health 

sector to study the adoption of health apps and IoT-based devices, and considered performance expectancy, 
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facilitating condition as the main aspect (Hoque & Sorwar, 2017) (Tan, 2025). Meanwhile, Rosenstock 

developed HBM in 1974, which focuses on health-related perceptions in the form of perceived susceptibility, 

severity, benefits, and barriers to guide the preventive behaviours. In geriatric care, HBM is applicable 

because perception of disease susceptibility significantly impacts technology adoption among the elderly. 

Thus, combining UTAUT2 and HBM can aid in understanding elderly patients’ technology adoption 

behaviour. 

2.2 Technology Adoption in Elderly Healthcare 

The elderly appear to experience several barriers to the acceptance and use of digital health applications, 

such as poor digital literacy, usability, and cognitive decline with age (Charness & Boot, 2016). In previous 

studies, performance and effort expectancies significantly affected mHealth adoption among older adults, 

with a relatively weak influence of social influence (Hoque & Sorwar, 2017). Furthermore, perceived 

personal risk was revealed as a stronger motivation for the adoption of preventive measures than 

encouragement from family or social circle (Shahrabani & Mizrachi, 2019), suggesting that older adults were 

more inclined to follow their internal health priorities than when prompted by others in the community. 

 

Recent research emphasised the importance of trust, usability, and digital literacy as key factors in elderly 

adaptation behaviour. (Schomakers et al., 2022) found that an intuitive, easy-to-use system design led to 

greater acceptance of the eHealth intervention, particularly among older users with limited technical 

experience. (Esquivel et al., 2023) verified that usability and trust were indispensable for the continuous 

engagement of elderly patients in IoT-based health-monitoring, particularly for long-term monitoring. 

Security and privacy are also crucial aspects of technology adoption, as reported by (Wu et al., 2024)stating 

that acceptance of mHealth applications among the elderly population improved when data protection 

policies were explained properly. Increased adherence was also reported for digital interventions in a clinical 

setting, thus improving the perception of ease and reducing the complexity among older patients with cancer 

(Haimi et al., 2024). Similar findings have been reported in the Malaysian setting. (Tan, 2025) and (Johari, 

2025) found that usefulness and trust remained the most robust predictors of telehealth and m-health adoption 

among older Malaysians, indicating a preference for tangible health benefits and dependability. The role of 

policy supporting technology adoption has been demonstrated by (Nazar et al., 2024), who demonstrated that 

government control and the introduction of organised digital health programmes contributed to more equal 

access, particularly among those with lower digital literacy. 

2.3 Evidence on NCD Management 

Technology applications in the context of NCDs have increased over the years, improving adherence, 

monitoring, and patient interaction. (Moore et al., 2021) demonstrated that wearable IoT devices enhanced 

treatment compliance for diabetes patients. Digital health platforms also improved hypertension care in 

Malaysian clinics. Similarly, (Albahri et al., 2021) found that real-time IoT monitoring effectively reduced 

hospital readmissions and enhanced NCD patients’ quality of life. Recent research by (Wu et al., 2024) and 

(Nazar et al., 2024) revealed that privacy securities and infrastructure facilities played a significant role in the 

adoption decision. Meanwhile, (Tan, 2025) and (Johari, 2025) pointed out that Malaysian older adults relied 

more on services when they were easy to access, trustworthy, and appropriate for their health levels. Overall, 

these findings reinforce the clear potential of IoT-based healthcare for trustworthiness, usability, and health 

benefits in NCDs. Such evidence warrants further investigations on diabetic NCD outpatients in Malaysia, 

where the number of elderly patients has been increasing significantly. Despite this progress, little empirical 

research has been conducted on the adoption of IoT among local elderly NCD patients. Most studies in the 

literature have targeted the general population and healthcare workers with minimal incorporation of health-

belief constructs, such as perceived susceptibility and severity. This gap necessitates combining UTAUT2–
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HBM pilot testing to assess the reliability of this model and to explore elderly Malaysians’ acceptance of a 

customised IoT-based healthcare application. 

3. Methodology 

This pilot study utilised a quantitative approach to explore the acceptance of IoT healthcare applications 

among geriatric patients with NCDs in Malaysia. Based on the UTAUT2 and HBM theories, attitudinal IoT 

adoption behaviour was described through constructs such as performance expectancy, effort expectancy, 

social influence, facilitating condition, habit, trust, and health-belief variables (perceived susceptibility, 

severity, and benefits). An instrument was adapted from the existing literature (Hoque & Sorwar, 2017) (Wu 

et al., 2024) and gauged using a five-point Likert scale. The study population comprised individuals aged 60 

years and older with at least one NCD, such as hypertension, diabetes mellitus, heart disease, or cancer. A 

purposive sample of 30 respondents was recruited and included in the primary analysis. Data collection was 

performed via online questionnaires and face-to-face surveys in public places, with informed consent 

obtained from all participants. Data analysis was conducted using SPSS version 28 (IBM, USA), employing 

descriptive statistics and reliability testing via Cronbach’s alpha. Values above 0.70 indicated acceptable 

internal consistency in this study (Nunnally & Bernstein, 1994). 
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Figure 1. Theoretical framework 
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4. Results 

4.1 Demographic Information 

The pilot study involved 30 elderly NCD patients with NCDs. Table 1 summarises the demographic 

distribution of this study. 

Table 1. Demographic Characteristics of Respondents (N = 30). 

Variable Category Frequency Percentage (%) 

Age 60–65 18 60.0 

 66–70 7 23.3 

 71 and above 5 16.7 

Gender Male 12 40.0 

 Female 18 60.0 

NCD Type Hypertension 10 33.3 

 Diabetes 8 26.7 

 Heart disease 5 16.7 

 Cancer 4 13.3 

 Multiple conditions 3 10.0 

The sample was somewhat evenly divided by gender, with a slightly greater proportion of females than 

males. Most respondents (60%) fall within the 60–69 age group, and fewer were aged 70 and above, 

reflecting the early stages of elderly ageing in Malaysia. Hypertension (33.3%) was the most common NCD 

among respondents, followed by diabetes (26.7%), heart disease (16.7 %), cancer (13.3%), and multiple 

diseases (10.0%). These results were consistent with national statistics, where hypertension and diabetes were 

the most common NCDs among elderly Malaysians (CodeBlue, 2024) (World Health Organisation, 2024). 

4.2 Reliability Analysis 

Cronbach's alpha was computed for all constructs to assess the internal consistency of the instrument. All 

constructs achieved values above 0.70 (0.76 - 0.85), indicating satisfactory reliability (Nunnally & Bernstein, 

1994) (see Table 2). 

Table 2. Reliability Analysis of Constructs. 

Construct No. of Items Cronbach’s α Reliability Status 

Performance Impact 5 0.85 Reliable 

Perceived Susceptibility 5 0.81 Reliable 

Perceived Trust 5 0.83 Reliable 

Task–Technology Fit 5 0.79 Reliable 

Effort Expectancy 5 0.82 Reliable 

Technology Awareness 5 0.77 Reliable 

Perceived Severity 5 0.80 Reliable 

Facilitating Conditions 5 0.84 Reliable 

Social Influence 5 0.76 Reliable 

These results suggested that the measured items were consistent and reliable in capturing elderly patients’ 

perceptions of IoT adoption in healthcare, providing a strong foundation for further large-scale studies to test 

hypotheses. 
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4.3 Construct Overview 

Performance impact was given the highest score based on the descriptive results, indicating that older 

adults valued IoT devices that aid their disease management and improve their health. Trust and task–

technology fit were also important, suggesting trust in the system reliability and concerns about privacy and 

ease. In contrast, social influence and facilitating conditions scored the lowest, suggesting that the 

respondents’ adoption was based on individual perceptions of personal benefits to health due to monitoring 

the environment, roadway time, or encouragement from others or street infrastructure. The results are 

consistent with previous studies that reported TPU and self-determination were significant adoption factors 

among older users compared to social influences (Hoque & Sorwar, 2017) (Shahrabani & Mizrachi, 2019). 

 

Figure 2. Construct Descriptive Scores (Pilot Survey) 

In conclusion, the pilot study results validated the elderly NCD patients’ preference for practical health 

benefits, usability, and reliability in IoT healthcare applications. 

5. Discussion 
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impact, trust, and task–technology fit were major drivers of adoption compared to social influence and 
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monitoring, consistent with (Tan, 2025). Trust also played a key role in this study, including privacy and trust 

issues (Wu et al., 2024) (Esquivel et al., 2023). Furthermore, the lower scores for social influence and 

facilitating conditions implied that elderly adoption is driven by personal health motivation, as stated by 

(Shahrabani & Mizrachi, 2019). 

 

A high perception of susceptibility and severity reflects awareness of health risks, leading to readiness to 

adopt IoT, as emphasised in the HBM theory. IoT healthcare apps should focus on tangible health benefits 

(e.g., blood pressure or glucose checks and medication reminders) and strong data security, while 

maintaining convenience for older patients with limited digital literacy. Policy-level support is also required 

to overcome the digital divide, focusing on training, awareness, and cooperation with healthcare 

professionals (Nazar et al., 2024) (Wang et al., 2023). 
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6. Conclusion 

This study identified factors influencing the acceptance of IoT healthcare technology among elderly 

patients with NCDs in Malaysia. The findings revealed that technology adoption was influenced by perceived 

health, performance impact, and trust in the technology. Such findings suggest that the elderly are driven by 

the support provided by IoT devices for health monitoring and disease management, and by the confidence 

they gain in managing chronic conditions. On the other hand, elderly patients may place greater weight on 

their own health considerations than on those of others or on the resources available. In addition, this study 

validated the UTAUT2-HBM framework, confirming that the integrated model was effective in explaining 

technology-adoption behaviour of the elderly by integrating technology-related perceptions and health-belief 

factors. These findings provide preliminary evidence of the appropriateness of this integrated model for 

empirical application in elderly NCD patients in Malaysia. 

 

This research has underscored the necessity for IoT-healthcare applications tailored for elderly users. The 

application should be user-friendly, secure, and highly reliable and trustworthy. Functions such as real-time 

monitoring of physiological parameters, personalised health alarms, and drug reminders are encouraged to 

increase interaction between patients and products and facilitate chronic disease management. Attention 

should also be paid to data security and privacy protection, as the degree of concern about information safety 

had a substantial impact on acceptance. Finally, training programmes, awareness campaigns, and technical 

support schemes should be implemented in partnership with healthcare professionals, public authorities, and 

community organisations to improve digital literacy and foster the continued use among elderly patients. 

 

As a pilot test, the results have demonstrated that the measurement tool was reliable, supporting the 

establishment of theoretical underpinnings in further studies. Future research should consider larger, more 

diverse samples to facilitate hypothesis testing, structural equation modelling, and greater generalisability of 

the findings. These efforts will provide insights into regional diversity, differences in NCD groups, and the 

special issues of elderly Malaysians in digital health adoption. A broader dataset will also help shape 

evidence-based policies and interventions to move the country towards a stronger digital health ecosystem. 

 

In summary, this study revealed the factors influencing the adoption of IoT technology in healthcare 

among older NCD patients. Advanced understanding and guidelines to facilitate the development of theory 

and the real-world application of sustainable digital health are critical to the implementation of this 

technology. The study findings can aid policymakers, health practitioners, and technology developers to 

improve the management of chronic diseases whilst enhancing the quality of life for Malaysia’s ageing 

society.  
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